UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
HUYEN VAN LAM Poc lap - Tw do - Hanh phc

So: 651 /JUBND-VHTT Van Lam, ngay 27 thang 5 nam 2024
V/v 16 hong an toan thong tin
anh huong cao va nghiém trong
trong cac san pham Microsoft
cdng bé thang 5/2024

Kinh gui: 7
- Céc phong, ban, nganh, doan thé huyén;
- UBND céc x4, thi tran.

__ Theo thong bao cua Cuc An toan thdng tin —Bo Thong tin va Truyén thong
vé 10 hong an toan thdng tin anh huong Cao trong cac san pham Microsoft; voi
59 16 hong, trong d6 dang chu y 1a cac 10 hong bao mat sau:

- L6 hong an toan thong tin CVE-2024-30040 trong Windows MSHTML
Platform cho phép doi tugng tan cong vuot qua co ché bao vé. Lo hong hién dang
bi khai thac trong thuc té.

- L6 héong an toan thong tin CVE-2024-30044 trong Microsoft SharePoint
Server cho phép doi tugng tan cong thuc thi ma tr xa.

- 03 16 héng an toan théng tin CVE-2024-30051, CVE-2024-30032,
CVE-2024-30035 trong Windows DWM Core Library cho phép déi tugng tan
cong thuc hién tan cong leo thang dic quyén. L5 hong hién dang bi khai thac
trong thuc té.

- Lo héng’an toan thong tin CVE-2024-30042 trong Microsoft Excel cho
phép doi tuong tan cong thuc thi ma tr xa.

- Lb hong an toan thong tin CVE-2024-30033 trong Windows Search
Service cho phép doi tugng tan cong thuc hién tan cong leo thang dac quyeén.

- L& héng an toan thong tin CVE-2024-30043 trong Microsoft SharePoint
Server cho phép doi tuong tan cong thuc hién tan cong XXE.

Thuc hién Cong vin s6 651/STTTT-BCVTCNTT ngay 20/5/2024 cia S&
Thong tin va Truyén thong Hung Yén vé 15 héng an toan thong tin anh huang cao
va nghiém trong trong cac san pham Microsoft cong bd thang 5/2024. Bé dam
bao an toan hé thdng théng tin ding chung cua huyén va cua cac co quan, don vi
trén dia ban; Uy ban nhan dan huyén Vin Lam yéu cau Thu trudng cac co quan,
don vi, dia phuong chi dao céc bo phan chuy@n mén trién khai thuc hién ra soét,
khic phuc cac 16 hdng bao mat trén theo cac khuyén nghi sau:

1. Thuc hién Kiém tra, ra soat, xac dinh may sir dung hé diéu hanh Windows
c6 kha ning bi anh huong. Thuc hién cap nhat ban va kip thoi dé tranh nguy co
bi tin céng. (Tham khdo thong tin tai phu luc dinh kem)



2

2. Tang cuong giam sat va sin sang phuong an xtu ly khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo doi kénh canh bao
Cua cac co quan chuc nang va cac to chuc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tdn cdng mang.

3. Trong truong hop can thiét can ho trg co quan, don vi lién h¢ dau moi
ho tro cua Cuc An toan thong tin: Trung tam Giam sat an toan khong gian mang
quoc gia (NCSC), dién thoai 02432091616, thu dién ta: ais@mic.gov.vn.{%

Noi nhany TM. UY BAN NHAN DAN
- Nhu trén; ‘
> KT. CHU TICH
- Lanh dao UBND huyén;
- Luu VT. PHO CHU TICH

.—-ﬁ"’l' Z o Ky boi: Uy ban nhan dan huyén Vian
*

<TG ang THé-Vinh. e


mailto:ais@mic.gov.vn./
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Phu luc

THONG TIN VE CAC LO HQNG AN TOAN THONG TIN
TRONG SAN PHAM MICROSOFT

(Kém theo Céng van sé

1. Théng tin vé céc 16 hong an toan théng tin

/UBND-VHTT ngay
cua UBND huyén Van Ldam)

15/2024

STT CVE Mo ta Link tham khao
- biém: CVSS: 8.8 (Cao)
- M6 ta: L& hong trong
Windows MSHTML
Platforr? (iho phep dol https://msrc.microsoft
tuong tan cong vuot qua co com/undate-
1 | CVE-2024-30040 | ché bao vé. L3 héng hien | 0T 4P

dang bi khai thac trong
thuc té.
- Anh huéng: Windows 10,

Windows 11, Windows
Server 2016, 2019, 2022.

guide/vulnerability/C
VE-2024-30040

CVE-2024-30044

- Dbiém: CVSS: 8.8
(Nghiém trong)

- M6 ta: L& hoéng trong
Microsoft SharePoint
Server cho phép ddi tuong
tan cong thuc thi ma tir xa.

- Anh huong: Microsoft
SharePoint Server.

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-30044

CVE-2024-30051
CVE-2024-30032
CVE-2024-30035

- biém: CVSS: 7.8(Cao)

- M6 ta: L& héng trong
Windows DWM Core
Library cho phép ddi tuong
tan cong thyc hién tan cong
leo thang dic quyén. Lo
hong hién dang bi khai thac
trong thuc té.

- Anh huéng: Windows 10,

Windows 11, Windows
Server 2016, 2019, 2022.

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-30051

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-30032

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-30035
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4 | CVE-2024-30042

- biém: CVSS: 7.8 (Cao)

- M6 ta: L& héng trong
Microsoft Excel cho phép
d6i tuong tan cong thuc thi
ma tu xa.

- Anh huong: Microsoft

Excel, Office Online
Server, Microsoft 365
Apps, Microsoft Office
LTSC.

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-30042

5 | CVE-2024-30033

- biém: CVSS: 7.0 (Cao)

- Mo ta: LS héng trong
Windows Search Service
cho phép dbi twong tan
cdng thuc hién tin cong leo
thang dic quyén.

- Anh huang: Windows 10,
Windows 11, Windows
Server 2022.

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-30033

6 | CVE-2024-30043

- biém: CVSS: 6.5 (Cao)

- M6 ta: L& hoéng trong
Microsoft SharePoint
Server cho phép ddi tuong
tan cdng thuc hién tan cong
XXE.

- Anh huong: Microsoft
SharePoint Server.

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-30043

2. Hwéng din khic phuc

Bién phép tot nhat de khac phuc la cap nhat ban vé cho céc 16 hong an toan
thong tin noi trén theo hudng dan cua hang. Quy don vi tham khao cac ban cap
nhat phu hop cho cac san pham dang sur dung tai link nguon tham khao tai muc 1
cua Phu luc.

3. Tai ligu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/5/14/the-may-2024-
security-update-review
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